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*** 1st CHANGE ***
 X.y	Assets and threats specific to the AAnF
X.y.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the present document, the critical assets specific to the AAnF to be protected are:
-	AAnF Application;
-	AKMA context Data: i.e. subscriber's identities (SUPI), AKMA Anchor Key (KAKMA) and AKMA Key IDentifier (A-KID).
-	The interfaces of AAnF to be protected and which are within SECAM scope: 
-	Service based interface, Naanf, for providing services for AUSF, NEF, AF and UDM
-	Service based interface for consuming services from AUSF, NEF, AF, UDM and NRF
-	Console interface, for local access: local interface on AAnF
-	OAM interface, for remote access: interface between AAnF and OAM system
NOTE 1: 	The detailed interfaces of the AAnF class are described in clause 4, Network Product Class Description of the present document.
-	AAnF Software: binary code or executable code 
NOTE 2: 	AAnF files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, AAnF application, AKMA context data or AAnF Software.
X.y.2	Threats related to AKMA procedures by AAnF
X.y.2.1	AKMA subscription asynchronization
-	Threat name: AKMA subscription asynchronization
-	Threat Category: Elevation of Privilege
-	Threat Description: If the AKMA subscription of an user is canceled by the operator, but the AKMA context in AAnF is not removed accordingly, the user can continue to use the AKMA service. This leads to waste valuable system resources.
-	Threatened Asset: Sufficient Processing Capacity.
*** END OF CHANGES ***

